OBU Software Update Work Instructions
Objective
This procedure outlines the steps taken to update the operating system of the DENSO Onboard Unit (OBU). This procedure assumes user familiarity with the OBU and the supporting equipment and software listed below.
Material Requirements
1. Windows PC and Ethernet Cable
2. WinSCP or equivalent File Transfer Application
3. PuTTY or equivalent SSH Client
4. DENSO OBU Release Software Package
5. DENSO OBU Config Package
6. DENSO OBU
7. Vehicle DSRC Antenna Assembly
8. Intrepid Control Systems RAD-Moon Ethernet Converter (For use with Passenger Vehicle OBU)
9. 12V Power Supply with Cigarette Lighter Socket Adapter
10. 2-to-1 Cigarette Lighter Plug Adapter
11. 7-Zip Archiving Utility
12. Advanced IP Scanner (Optional)
13. Work area with adequate GPS reception
Software Update Setup
1. Open Windows Explorer and create an OBU directory on the local disk.
2. Move the OBU Release Software and Config Packages to the created OBU directory, typically archived in the 7zip format as obu_microsd_<date>.7z and obu_configs_<date>.7z, where the <date> denotes the software release date.
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3. Right click on each file and left click 7-Zip → Extract Here to extract the contents to the OBU directory. This will create the configs and microsd directories.
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Software Update Procedure
1. Make sure there is no power applied to the power supply before connecting equipment.
2. Plug the main IO connector of the OBU harness into the OBU as shown.
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3. Plug the DSRC antenna connectors into the color matched Fakra-Z connectors of the OBU.
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4. Plug the OBU RAD-Moon connector of the OBU harness into the RAD-Moon.
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5. Plug the Ethernet cable into the RAD-Moon and PC, then plug the Mini-USB connector of the RAD-Moon power harness into the RAD-Moon.
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6. Plug both cigarette lighter plugs from the RAD-Moon power and OBU harnesses into the 2-to-1 cigarette lighter plug adapter.
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7. Plug the 2-to-1 cigarette lighter plug adapter into the socket adapter. Attach the RED and BLACK leads of the socket adapter to the color matched terminals of power supply.
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8. Apply power the OBU. The LED on the 2-to-1 cigarette lighter plug adapter should turn on.
[image: ]
9. Open a Command Prompt and ping the OBU. Note the default IP address of the OBU is 192.168.1.77.
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10. Open WinSCP and connect to the OBU. Set the file protocol to SCP, port number to 22, username to root and leave the password blank. Click on Save to store the login information for later sessions.
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11. Navigate the host (left) window pane of WinSCP to the location on the local disk where obu_configs_<date>.7z was extracted. Navigate the remote (right) window pane of WinSCP to the location /rwflash/configs/.
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12. Left click and drag all local disk config files on the left window pane to select everything, then left click and drag all selected files to the right window pane to transfer files to the OBU.
13. When prompted to overwrite the existing files on the OBU, Click on Yes to All.
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14. [bookmark: _GoBack]Navigate to the directory /mnt/microsd/ on the OBU side of WinSCP.
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15. On the host window pane of WinSCP, navigate to the location on the local disk where obu_microsd_<date>.z was extracted.
16. Left click and drag all local disk microsd files on the left window pane to select everything, then left click and drag all selected files to the right window pane to transfer files to the OBU.
17. When prompted to overwrite the existing files on the OBU, Click on Yes to All.
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18. Open PuTTY and connect to the RSU. Set the Host Name to root@<OBU_IP_Address> (default IP is 192.168.1.77), Port to 22, and Connection type to SSH.
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19. If prompted to accept the RSA key of the OBU click Yes.
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20. Once the bash shell is available, use the command “cd /mnt/cflash/” to change directories to cflash.
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21. Run the command “./flash_nor_wsu5900a.sh -v -q -r” to start the upgrade script.
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22. Press the ENTER key to continue when prompted.
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23. The OBU will proceed to erase, write, and verify the firmware update then automatically restart. When the OBU restarts PuTTY will report the closure of the network connection.
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24. Reconnect to the OBU by left clicking on the PuTTY icon on the upper left and clicking on Restart Session.
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25. Once reconnected to the OBU, run “tpstestapp” and hit ENTER to verify the GPS functionality.
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26. Press the “q” key and ENTER to query the GPS status. 
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27. Check that the Average Position is being reported. Press “x” and ENTER to exit to the BASH prompt.
28. Run “mk5stats” to verify the operation of the DSRC radio.
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29. Each row indicates the number of DSRC messages received and sent per second. Verify that the output column is sending 10 messages per second, these are the Basic Safety Messages generated by the OBU.
30. Press Ctrl-C to stop the mk5stats stream. Remove power from the OBU when finished.
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icrosoft Windows [Version 10.6.17134.48]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Kent>ping 192.168.1.77

with 32 bytes of data:
192.168.1.77: 2 timecins
192.168.1.77 2 timecins
192.168.1.77 2 timecims TTL-255
192.168.1.77: 2 timecims TTL-255

ping statistics for 192 :

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
ppproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\Kent>





image11.png
| "B Login
f

& Newsite
= root@10.112.1.30

=] root@150.163.1.57
=] root@150.163.1.59
= root@172.30.243.51
2 root@172.30.243.141
=] root@152.163. 1.6
=] root@152.163.1.67
=] root@152.165.1.77
=] root@152.168.1.103
=] root@152.168.1.177
=] root@192.165.1.184
=] root@152.163.1.230
=] root@152.168.1.231
=] root@152.16.2.69
= root@152.163.2.77
=] root@152.163.2.85
=] root@152.165.2.88
= reot@152.16.2.91
5] user@38.191.207. 147
] user@192.168.1.84

Toos v Menage

e protocols

Host name:

192.168.1.77

User name:

passord:

root

B toon

Advanced





image12.png
"R configs - root@192.168.1.77 - WinSCP - o x
Local Mark Files Commands Session Options Remote Help

[ &5 B3 Synchronize | B &F | @ | 5 Queue - Transfer Settings Default - & -

[ 100t@192168.1.77 [ New Session

[ B8 Q2| Q Findfiles | %

D: DATA

BER&|% I configs

R Upload « | [2f Edit + 3¢ g D Properties | B New - £ New
oSt TactpESOOR A vt

Neme Size Type Changed Neme Size Changed Rights Owner
B Parent directory  5/23/2018 1239:51M || 11 Acroink S22018330PM  resrww roct
7 herolink Flefolder 5232018 123950PM || Tl vx YTIBIAPM w100t
o Fietoider 52272018 1239512 || 1 sr.cont B U NS AM e root
] ar.cont e CoNFRe  1wane 3sssaM || || hesdingat e e e | ot
] heading.dat K6 ATFe /302017 555320 || [ hescing end_postondst  1KB 1/25/2016427PM  rwerwerw- ot
[ hesding and postioncat K8 DATFIe 125208 s2nanam || I vcont KB I NSAAM e root
] veont kB CONFFie V1wt 3sssAM || b pbcont ske vigaos oot
] i cont ke CoNFRle 1162018 35useAM || b mapcont e oot
1 jmap.conf 3KB  CONFFile 1/18/2018 35458 AM || 1if jspat.conf 2KB 1/18/2018 root
1 jspat.conf 2KE CONFFile 1/18/2018 35458 AM || jaf map.conf 3K8 17182018 root
] mapont 56 ConFRie  vigois sssssaM || i meplcont K8 VBT ISAM e root
] maptcont 1oKe CoNFRle 1162018 35aseAM || B ipcont e rson oot
] mpcont e CoNFRle  12rsaon sasaam || b remeont e 208 oot
] remcont 06 CONFFie  Vigaots 33sseAM || b sescont sk 2018 oot
] sscont 56 CONFFie V1wt 33s8AM || i sdmcont 26 B TSAAM e oot
] samcont 26 CoNFFie 1ot 35438aM || b shutdownsh Sk o v root
] shudownsh 56 sHFie 5017 32024 || i potecont SKE VB ISAM e root
] otecont ke CONFRle 1162018 3suseam || b spttbcont O
] sottcont Sk CONFRle 17262018 1022 AM || b sarupsh 1KE 52018720 e root
] ) ke sHFe 5237201 123255 M. || B sw_sitchah e ran oot
bl sw_switch.sh 1K8 SHFile : 1 sysiog.conf 4KB 1/18/2018 root
1 sysiog.conf 4KE CONFFile 1182018 35458 AM || faf tim.conf 3K8 17182018 root
] timcont 56 CoNFFie  Vigois 3ssssAM K6 YIB0IESAAM e oot
] i cont K6 ConFRie  Vigaois 3ssssaM e ez v root
[ v2viph snapshotdst  4KB AT File &30/2017 8593200 K 70207 eww oot
[ wa.cadbak K6 BaKFie 972017 111716 0M

08of 765KBin0of 25 0Bof765KBin0of 25

a s 00357





image13.png
Confirm

e

[CINever ssk e agsin

rectory Acrolink’already exists, Overwrite?

Cancel

VestoAll

NotoAll





image14.png
"W microsd - ro0t@192.168.1.77 - WinSCP.
Local Mtk Files Commands Session Options Remote Help.

B & 63 Synchronize | B o [ @ | 5 Queue - Transfer Settings Default - & -
[ 100t@192168.1.77 [ New Session
< D:DATA -] e EEaE)s
£ New -
Size Type Changed

. Parentdirectory  5/23/2018 123951 PM
1 Aerolink File folder 5/23/2018 12:3950PM
ey File folder 5/23/2018 12:3951 PM
] arhcont 468 CONFFie 1a2018 35455 AM
[ heading.dat K8 DATFie 87302017 9503200
[ heading.and_posion.dst K8 DATFie 1/25/2018 82748 A
] iveont oK CoNFFie ia2018 35458 AM
] ib.cont 5k CoNFFie ig2018 35455 AM
] imsp.cont 3K8 CONFFie ig2018 35455 AM
1 jspat.conf 2KE CONFFile 11872018 3:5458 AM
] mapcont 3K8 CONFFie ig2018 35455 AM
i maptt.cont k8 CONFFie ig2018 35455 AM
] rtpcont K CoNFFie 572017 32524 AM
] rem.cont K8 CONFFie 1872018 35455 AM
] ses.cont 3K8 CONFFie ig2018 35455 AM
] semcont 268 CoNFFie ig2018 35455 AM
] shutdownsh 368 Al 572017 32524 AM
] spat.cont sk ConFFie 1872018 35455 AM
] spaticont 5k CONFFie V2sr201s 102142 AM
] soruph e sHFe 51232018 123255 P10
] wswitchsh e sHFie /2017 7158 AM
1 syslog.conf 4KB CONFFile 1/18/2018 35458 AM
] timcont 3K8 CONFFie ig2018 35455 AM
] timt6.cont 368 CONFFie ig2018 35455 AM
[ vaviph snapshotat 4KB DATFIe 87302017 9503200
[ we_cadbbak K8 BAKFie 1972017 111716M

T core
T

1 togs

T mapb

T securty

I

T vava

[ Fash_nor weuss0tash

(6] s-denso_imxs v 87836550v2xram
[ wbootimx

[T ws_cadbbak

Size Changed
1nnem
5/23/2018 1124 PM
5/22/2018 330 PM
4/17/2018 304 PM
1171980
5/22/2018 330 PM
5/22/2018 330 PM
5/22/2018 330 PM

15KB 1/15/2018 515 PM
39745K8 5/23/20185:14PM
367KB 6/22/2017

KB 7/10/2017

CEDEEHAE 0w % -

Rights

Owner
root
root
root
root
root
root
root
root
root
root
root
root

0Bof765KBin0of 25

0B.of 391 MBin 0of 11





image15.png
Confirm

e

[CINever ssk e agsin

rectory "core' already exists. Overwrite?

Cancel

VestoAll

NotoAll





image16.png
| B PuTTY Configuration 7 x

Category:
= Session Basic optons for your PuTTY session
Lvomdgea ‘Specy the destiaton youwantto comecto
[ |- Keyboara HostName (or P address) Pont
A e roo@122168177 2
S Comectontpe
Appearance ORaw  OTehet ORiogn @ssH  Oseral
Behaviour Load. save or delee a stored session
Transiaion
——— Saved Sessions
Colours oBu_1_77

& Comecton o =
Cain [
Proxy Irvine_RSU
Telnat nine_RSU3 £
Riogn ivine RSU_1%2_168.1.66
st 050 Delee
Senal | TR |

i Close window on est
OAways  ONever @ Oniy onclean ext

about Hop Open Cancal





image17.png
%wﬂvs«‘-ﬁym

. WARNING - POTENTIAL SECURITY BREACH!

Th server's host ey does not match the one PUTTY has
cached i the registy.This means tha ethr the

Server admiistrator haschanged the hostkey, o you

nave scualy connected to another computer pretencing

10 be theservr.

The new sa2 key fngerprint i

Soh-ra 2048 791 cETed02 2cbEweSTTTABITAES 2T
4 If you were expecting this change and trust the new key.

hit Yes to update PuTTY's cache and continue connecting.
Ifyou want to camy on connecting but without updating
the cace. it No-

I you want to sbandon the connecton completely. it
Cancel Hiting Cance s the ONLY guaranteed ssfe

croice.





image18.png




image19.png




image20.png
gy down PRM applications





image21.png
DENSO WSU S900A NOR Flash *

*WARNING! Do not power OFF*
*until reflash is complete*

- Shutting down PRM applications

12V process not running

Warning: Hash verify bypassed!

Press [ENTER] to continue
CTRL-C to abort flash

NOR QNX Flash

is 40697924

erifying QNX image in NOR
QNX IFS flash verified OK!

WSU is going down for reboot!

open_shutdown_dl1: shutdown dll IS open!

e WSUS900A: board_pre_shutdown was called with type SHUTDOWN_REBOOT!
erminating syslogd
Executing /rwflash/configs/shutdown.sh
minating Radio Stack (Radio_ns)





image22.png
PUTTY Fatal Error X

=]





image23.png
# cd /mnt/cflash/
# ./flash nor_wsuss00a.sh

Shutting down PRM applications

12V process not running
Warning: Hash verify bypassed!
Press [ENTER] to continue
Press CTRL-C to abort flash

Erase NOR QNX Flash
Yy QNX IFS ==> NOR

ting QNX NOR->RAM copy si.
QNX image size is 40697924

ifying QNX image in NOR
QNX IFS flash verified OK!

U is going down for reboot!

spen_shutdown_dl1: shutdown dll IS of

WSUS900A: board_pre_shutdown lled with type SHUTDOWN_REBOOT!
minating syslogd
cuting /ruflash/configs/shutdoun.sh
minating Radio Stack (Radio_ns)
minating ssh sessions





image24.png
*  DENSO WSU 5900A NOR Flash .

*  tWARNING!
*  tuntil

* - Shutting down PRM applicati

- 12V pr s not running N

* - Warning: Hash verify bypassed! *

* - Press [ENTER] to continue *
* - Press CTRL-C to abort flash  *

- Brase NOR QNX Flash *
* - Copy QNX IFS ==> NOR *
* - setting QNX NOR->RAM copy size *
* - oNX image size is 40697924 *

+ - Verifying ONX image in NOR *
* - QNX IFS flash verified OK! *

WSU is going down for reboot!

open_shutdown_d11: shutdown dll IS o

<< WSUS900A: board
minating syslogd

Executing /rwflash/configs/shutdown.sh

minating Radio Stack (Radio_ns)

erminating ssh sessions

username "root".

# tpstestapp

rPsIr st Application. En

shutdown was cal

d with type SHUTDOWN_REBOOT!

usin

*h' for hel





image25.png
Terminating syslogd
Executing /rwflash/
Terminatin

onfigs/shutdown. sh
tack (Radio_ns)

*h* for b

valid: 1

source_msg_type:
fixquality: 1
fix-mode:

1=,

.7369565, A





image26.png
fixquality:
fix-mode:
date:

itio

1529446395

output
5040301

Lat:33.6513093,

t

315.70
33.6513093
7369565

RxFail

3

1=DR,

Lon

2=2D,

3=3D, 4=GNSS+DR

7.7369565, A

TXV:
5040301
504040
504041
50404:

504043
504044
504045
504046
504047
50404





image1.png
HEERCT - o
O e
« v 4 1 « DENSO > OBU v U | Search OBU
1
Actie Spuconigs0% | ovumicosd 052
o s
3items

N ——




image2.png
HEREE - o x

Home  Share  View o
© - v 4 I « TafficCast > DENSO > 0BU v |0 | search 08U £
n

n

\ n

| 1

] M i

Archive configs microsd obuconfigs 052 obu_microsd 052 8
31872 31872 :

n

5items |





image3.jpeg




image4.jpeg




image5.jpeg




